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- Nivel: Avancado

- Duracéo: 21h

Sobre 0 curso

O curso ISO/IEC 27001 Foundation tem como tema principal a norma ISO 27001 — Seguranca da

Informacéo.

A Seguranca da Informacéo esta relacionada com a proteccao de todos os activos de informacao e
infra-estruturas de suporte (Tecnolbgico, humanos e financeiros), no sentido de preservar e rentabilizar

o valor que possuem para a organizagao.

This course enables participants to learn about the best practices for implementing and managing an
information Security Management System (ISMS) as specified in ISO/IEC 27001:2013, as well as the
best practices for implementing the information security controls of the eleven domains of the ISO/IEC
27002. This training also helps to understand how ISO/IEC 27001 and ISO/IEC 27002 relate with
ISO/IEC 27003 (Guidelines for the implementation of an ISMS), ISO/IEC 27004 (Measurement

of information security) and ISO/IEC 27005 (Risk Management in Information Security).

Exame

O curso inclui o respetivo exame de certificacdo. Atendendo ao contexto de pandemia COVID-19, o

prazo para realizacdo do seu exame foi alargado para 6 meses, apos a data de término do curso.

Contacte-nos, caso tenha alguma especifica sobre os exames.
Objetivos

- Understand the implementation of an Information Security Management System in accordance with
ISO/IEC 27001

- Understand the relationship between an Information Security Management System, including risk
management, controls and compliance with the requirements of different stakeholders of the


https://www.galileu.pt/exames/#contacto

organization

- Know the concepts, approaches, standards, methods and techniques allowing to effectively manage an
Information Security Management System

- Acquire the necessary Knowledge to contribute in implementing an Information Security Management
System (ISMS) as specified in ISO/IEC 27001

Destinatarios

- Members of an information security team

- IT Professionals wanting to gain a comprehensive knowledge of the main processes of an Information
Security Management System (ISMS)

- Staff involved in the implementation of the ISO/IEC 27001 standard

- Technicians involved in operations related to an ISMS

- Auditors

- CxO and Senior Managers responsible for the IT governance of an enterprise and the management of

its risks

Pré-requisitos

Este curso ndo apresenta pré-requisitos.

Programa

- Introduction, background and definitions

- Key publications

- Leadership and support of the ISMS

- Planning and operation of the ISMS

- Information security control objectives and controls (Part 1)
- Information security control objectives and controls (Part 2)
- Achieving ISO/IEC 27001 Certification

- Exam Preparation — APMG, ISO/IEC 27001 Foundation



